Nudopmanmonnas naMsaTka Jisl mojib3oBaTeseit iurepHeT-pecypcon

KomnbrorepHbie BUPYCHI
KommbrorepHslii  BUPYC - 3TO Pa3HOBUIHOCTb KOMIIBIOTEPHBIX IPOrpPaMM,

OTIUYUTEIILHOW OCOOCHHOCTBIO KOTOPOU SIBJISIETCS CIIOCOOHOCTh K pa3MHOXKEHHIO. B
JIOITIOJTHEHUE K 3TOMY, BUPYCHI MOTYT HOBPEAWTH WM MOJHOCTBIO YHHUYTOKHUTH BCE
baiiel W JaHHBIC, MOAKOHTPOIBHBIC TIOJIB30BATEN0, OT HMMEHH KOTOpPOTO OblIa
3amylIeHa 3apak€HHas MNporpaMma, a TaKke IMOBPEAUTh WIH JAXKE YHUUYTOKHUTH
ONEpPAlMOHHYI0 CUCTEMY CcO BcemHu (aiijamMu B LEIOoM. B OOJbIIMHCTBE Ciydyaes
PaCIPOCTPAHSIOTCS BUPYCHI UepE3 UHTEPHET.
MeToabl 3alIIUTHI OT BPEIOHOCHBIX MPOIrPaAMM:

1. Mcnonb3yii COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOLINE CEPbE3HBIN YPOBEHD
3aIIUTHI OT BPEJOHOCHBIX MPOTPAMM;
2. TloctrosiHHO ycTaHaBiauBai 1Moyt (LUGPOBBIE 3aIUIATKH, KOTOPHIE aBTOMAaTUYECKU
YCTaHABJIMBAIOTCS C II€JIbI0 JIOPAa0OTKHM NPOrpaMMbl) M Jpyrue OOHOBIICHUS CBOEH
orepanuoHHoON cuctembl. CKauyuBaidl X TOJIBKO C OPHUIIMATBHOTO caiiTa pa3zpaboTymka
OC. Ecnu cymiecTByeT pexuM aBTOMAaTHIECKOTO OOHOBJICHUS, BKIIIOUHU €T0;
3. PaboTtaii Ha cBOeM KOMIIBIOTEPE MO/ MpaBaMU MOJIb30BaTENs, a HE aIMUHHUCTPATOPA.
DT0 HE TO3BOJIUT OOJBITMHCTBY BPEJOHOCHBIX MPOTPAMM MHCTAJUTHPOBATHCS HA TBOEM
IIEPCOHATIBHOM KOMITBIOTEPE;
4. Ncnonb3yil aHTUBUPYCHBIE ITPOTPAMMHBIE TPOAYKTHI U3BECTHBIX MPOU3BOAUTENEH, C
aBTOMaTHYECKUM OOHOBJICHUEM 0as3;
5. Orpanuub PU3NUECKUN JOCTYN K KOMIBIOTEPY sl TOCTOPOHHUX JIMII;
6. Mcnonb3yit BHETHUE HOCUTENM MH(OpMAIMK, Takue Kak (ienika, Juck uiu ¢aii u3
WHTEPHETA, TOJIBKO U3 MIPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBail KOMIBIOTEPHBIC (haJIbl, TTOTYUYCHHBIC U3 HEHAAEKHBIX UCTOYHUKOB.
Jlaxxe Te ¢aiibl, KOTOPbIE IPHUCIIAa TBOM 3HAKOMBIN. Jlyulie yTOYHHM y HETO, OTIIPaBJISII
JIM OH TeOe uX.

Cern WI-FI

Ceru WI-FI Wi-Fi - sT0 He BuI mepemaud NaHHBIX, HE TEXHOJIOTHS, a BCErO JIUIIh
Openn, mapka. Eme B 1991 rogy Hunepnanjackas KOMIIaHUS 3aperducTpupoBasia OpeHa
«WECA», wuro o0o3Hayano cioBocoueranne «Wireless Fidelity», koTopsiii
NEPEBOIUTCA KaK «OEeCTIPOBOIHASI TOUHOCTH.

Jlo Hamiero BpeMeHM Jomuia Apyras adbOpeBuarypa, KoTopas SBISETCS TaKOW ke
TexHosioruen. Oto abopeBuarypa «Wi-Fi». Takoe HazBaHue ObLIO JaHO ¢ HAMEKOM Ha
CTaHAapT BhICIIMN 3ByKOBOM TexHuku Hi-Fi, yTo B mepeBoje O3HAYaeT «BBICOKAs
TOYHOCTBY.

Jla, OGecruiaTHBIN UHTEPHET-IOCTYI B Kade, OTesIX U a’ponopTax SBISETCS OTIMYHON
BO3MOXKHOCTBIO BBIXOJa B HHTepHET. HO MHOrMe »>KCHepTbl CUYMTAKT, YTO
obmenoctynusie WiFi cetn He SBISIOTCS 0€30MMaCHBIMU.

CogeTtnl 110 6e30macHOCTH padoTe B 001IeAOCTYNHBIX ceTax Wi-fi:

1. He mepenaBaii cBoro nuuHyro umHpopmaiuio yepe3 oOmemoctynabie Wi-Fi cetn.
Pabotas B HUX, XKeNaTeJbHO HE BBOAUTH MAPOJIH JOCTYIIA, JOTUHBI U KaKUe-TO HOMEpa;
2. Ucnonb3yil © OOHOBIIAN aHTUBUPYCHBIE MTPOrpamMMbl U Opanamayep. Tem cambIM Thl
o0e3omacuilb cedsl OT 3aKayKy BUpyca Ha TBOE YCTPOUCTBO;



3. Ilpu ucnonb3oBanun Wi-Fi otkmoun ¢yHkimuio «OO0muil noctyn k ¢aiinam u
npuntepam». JlaHHasg (QyHKUMA 3aKpbiTa 1O YMOJYAaHHUIO, OJHAKO HEKOTOpHIE
M0JI30BATENIM AKTUBUPYIOT €€ JIJIsl y100CTBa UCIIOJIb30BaHUs B paboTe WK yueoe;

4. He ucnonp3yit myoaumunsiidi WI-FI g nepenaun JNUYHBIX JaHHBIX, HApUMEp s
BBIXO/Ia B COIMANbHBIE CETH WM B JJIEKTPOHHYIO modurty; 5. Mcmomp3yil TOJNBKO
samuiieHHoe coenunenne uepes HTTPS, a we HTTP, 1.e. mpu Habope Beb-ampeca
BBOJIM UMEHHO «https://»;

6. B wmoOwibHOM Tenedpone ortkmroun  ¢GyHkiuo «l[logkmouenne k  Wi-Fi
aBToMarudecku». He nomyckail aBTOMaTn4eckoro MOJKIIOYEHHS] YCTPOUCTBA K CETAM
Wi-Fi Ge3 TBoero cornacusi.

CounanbHble ceTH

CoruanbHbIe CETH aKTUBHO BXOJISAT B HAIy >KM3Hb, MHOTHE JIIOJIA PabOTAIOT U JKUBYT
TaM MocTosHHO, a B Facebook yxe 3apeructpupoBan MUIHapT YEIOBEK, YTO SIBIISICTCS
OJIHOM CEIbMOM BCEX KUTEJIEN IUIaHEeThl. MHOrMe MmoJIb30BaTENN HE MOHHUMAIOT, YTO
uHpopMalus, pa3MelieHHas MMU B COIMAJbHBIX CETAX, MOXET ObITh HaiiieHa u
MCIOJIb30BaHa KEM YTOJHO, B TOM YHCJI€ HE 0043aTENIbHO ¢ OJIaruMy HaMEpPEHUSIMU.
OcHOBHBIE COBETHI M0 0€30MMACHOCTH B COLMAJIBHBIX CeTHX:

1. Orpanuus cnucok apy3ei. Y 1eOs B JIpy3bsiX HE JIOJDKHO OBITH CIy4aillHBIX U
HE3HAKOMBIX JIFOJIEH;

2. 3amminail cBOIO 4YacTHYIO XKu3Hb. He ykaswpiBail mapomu, tenedoHsl, ajapeca, nary
TBOETO POXJIEHUS W JAPYTYI0 JWYHYI0 HWHGOPMANHIO. 3JOYMBIIUIEHHUKH MOTYT
UCIIOJIb30BaTh Jake WHGOPMAIMI0 O TOM, KaK Thl U TBOM POJUTENM IUIAHUPYETE
MPOBECTU KAaHUKYJIbI;

3. 3amminaii CBOIO PEmyTaIlrIo - IEPKH €€ B YICTOTE U 3a/1aBail cebe BOmpoC: XoTem Obl
ThI, YTOOBI JPYTHE MOJIb30BaTEIN BUCIH, UTO ThI 3arpyxaemib? [logymai, npexae yeM
YTO-TO OIyOJIMKOBATh, HAMKCATh U 3arPy3UTh;

4. Ecnu Thl TOBOPULIB C JIFOABMU, KOTOPBIX HE 3HACIIb, HE WCIIOJIB3YH CBOE PEATBHOE
UMsI M IPYTYIO JIMUHYIO MH(DOPMALIUK: UMSI, MECTO KUTEIbCTBA, MECTO YueObl U IIpoUee;
5. N36eraii pazmemienus: ¢potorpaduii B UHTepHETE, T11e Thl H300paXKeH Ha MECTHOCTH,
[0 KOTOPOM MOKHO ONpPEAECIUTh TBOE Mecrtomnojioxkenue; 6. Ilpu perucrpamuu B
COLIMAJIBHOM CeTU HEOOXOJIMMO MCIOJIb30BATh CIOXHBIE MAPOJIHU, COCTOSIINE U3 OYKB U
u@dp U C KOJIMYECTBOM 3HAKOB HE MEHee &;

7. Jlns couManbHOM CETH, TOYTHI U APYTHX CAUTOB HEOOXOAMMO MCIIOJIb30BATh pa3HbIe
naponu. Torma ecnu TeOst B3IOMAIOT, TO 3JIOYMBIIIUICHHUKH TIOTy4aT JOCTYI TOJBKO K
OTHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHBbIE IeHbI' U

DONEeKTpOHHBIE AEHBI'M — 3TO OYEHb YAOOHBIN crIOCOO MIaTeXei, 0OTHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTAT MOJYYUTh 3TH JIEHbIU. DJIEKTPOHHbBIE JEHBI'M MOSBUIKCH
COBCEM HEJABHO M HMMEHHO HM3-3a2 3TOI0 BO MHOIMX TOCyJapcTBax 1O CHX MOp He
MPOIMKCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM (QPYHKIMOHHPYIOT M O HHUX YK€ IPOIKCAHO B 3aKOHE, TJe HX
pa3aesaoT Ha HECKOJIBKO BUJIOB - AHOHUMHbBIE U HE aHOHUMHBIE. Pa3HuIa B TOM, 4TO
aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaercs NPOBOAUTH olepanuu 0e3
UACHTU(UKAIIMM T10JIb30BATENS, & B HEAHOHMMHBIX HJCHTHU(PUKALUU TMOIb30BATENS
ABIIsieTCS 00s3aTenbHOM. Takke clieyeT pa3iuyarh JIEKTPOHHbIE (HUATHBIE NEHBIU



(paBHBI TOCYAapCTBEHHBIM BaJIIOTaM) M 3JIEKTPOHHBbIE HehUATHBIC JACHBIU (HE paBHBI
roOCyapCTBEHHBIM BAIFOTAM).
OcHoOBHBIE COBETHI 10 0e30NaCHOM padoTe ¢ JIEKTPOHHBIMH JeHbIAMU:

1. IlpuBsku K cyeTy MOOWIIbHBIN TeNePoH. DTO caMblil yIOOHBII U OBICTPBII cIOCOO
BOCCTAaHOBUTH JIOCTYI K cueTy. [IpuBsizanHbIil TeaedoH MOMOXKET, eciu 3a0yaelib CBOI
TUIATEKHBIN MTAPOJIb WM 3alIEIIb HA CAUT C HE3HAKOMOI'O YCTPOKCTBA;

2. Vcnonws3yit ogHopasoBbie napoiu. Ilocie mepexojia Ha YCHJIEHHYIO aBTOPHU3AIUIO
Tebe yke He OyJIeT YrpoKaTh OMAaCHOCTb KPaXKW WM MepexBaTa MIaTeKHOIro MapoJis;

3. Boibepu cnoxsbiii mapoiib. [IpecTynHukam OyJeT HE NPOCTO YrajaTh CIIOMKHBIN
napois. HajgexxHsle nmaposin — 3TO IapoJiv, KOTOPBIE COJEpKAaT HE MEHEE 8 3HAKOB U
BKJIFOYAIOT B €€0sl CTPOUYHBIE W TMPOMHCHBIC OYKBBI, IUMPHI U HECKOIHKO CHMBOJIOB,
TaKHe KakK 3HaK jojiapa, GyHTa, BOCKIUIATEIbHBIN 3HaK U T.11. Hampumep, StROng!;

4. He BBO/IM CBOM JIMYHBIE JJAHHBIEC HA CAalTaX, KOTOPBIM HE JOBEPSCIIb.

JJIeKTPOHHAs MO4YTAa

DJIEKTPOHHAS 1T0YTa — 3TO TEXHOJOTHS U MPENOCTABISAEMBIE €10 YCIYTH MO MEPECHUIKE
U TIOJyYEHHIO 3JIEKTPOHHBIX COOOIIEHUI, KOTOPBIE PaCIpPEEsOTCS B KOMIBIOTEPHOM
CETH.

OOBIYHO  DJIEKTPOHHBIM  MOYTOBBIA  SINIUK  BBITJSAUT  CIHEAYIOIIMM  00pa3oM:
UMs_T0JIb30BATENSI(@WUMS_JIOMEHa.

Taxoke kpome nepeiayu MpPOCTOro TEKCTa, UMEETCSI BOZMOXKHOCTD MepeaBaTh (Haibl.
OcHoBHbBIE cOBeTHI 0 0e30NacHoi padoTe ¢ JIEKTPOHHOM MOYTOIi:

1. Hamo BrIOpaTh mpaBUIIbHBIN MOYTOBBIM CEpBUC. B MHTEpHETE €CTh OTPOMHBIN BHIOOD
OecIUIaTHBIX MOYTOBBIX CEPBHUCOB, OJHAKO JIydllle JOBEPSATh TEM, KOrO 3HAEUIb U KTO
MIEPBBIN B PEUTHUHTE;

2. He yka3piBaii B TMUHOI mouTe nu4Hyto nHpopmanuoo. Hanmpumep, myuiie BoIOpaTh
«My3bIKQJIbHBIN _(haHaT(@» uin «pok2013» BMecTo «remal3y;

3. Mcnonp3yil ABYXATAHYIO aBTOPU3ALUI0. DTO KOTAa TOMUMO MAapOoJIsl HY’KHO BBOJUTH
KOJI, IPUCBhUIaeMBbIi 0 SMS;

4. BoiOepu clOXHBIA TIapoJib. JIJIsl KaXJ0ro MOYTOBOIO SIIHMKA JIOHKEH OBITh CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Eciin ecTp BO3MOXHOCTh HAaIllMCaTh CaMOMY CBOM JIMYHBIM BOIIPOC, UCIIOJB3YH ITY
BO3MO>KHOCTb;

6. HMcnonb3yld HECKOJbKO IMOYTOBBIX SINIMKOB. I[lepBblii AJisi 4aCTHOM MEPENUCKH C
azpecaTaMu, KOTOPBIM Thl JOBEPSEIb. JTO ANEKTPOHHBIN aJpec HE HaJ0 UCIOJIb30BATh
P perucTpanuu Ha popymax u caiTax;

7. He oTkpbIBaii ¢aitibl M IpyrHe BIIOKEHHUS B MUChbMaX JaKe €CIM OHU MPHUILIA OT
TBOMX Apy3ei. Jlydie yTouHu y HuX, OTIPABIISUIN JIH OHU TeOe 3TU (Hailiibl;

8. Ilocne okoHuyaHusi pabOTHI HAa MOYTOBOM CEPBHUCE NEPEN 3aKPHITHEM BKIAIKHU C
caiiToM He 3a0y/lb HaXKaTh Ha « BRIATHY.

Ku0epOynamur

KubepOymummHr — mipecieoBaHue COOOIICHUSIMHU, COJICPKAUTUMU  OCKOPOJICHUS,
arpeccuio, 3alyrMBaHHe; XYJIUTaHCTBO; COIMAIbHOE OOWKOTMPOBAHHE C TOMOIUIBIO
Pa3JIMYHbIX UHTEPHET-CEPBUCOB. OCHOBHBIE COBETHI M0 00pbLle ¢ KNOEPOYNIMHIOM:
1. He 6pocaiica B 00ii. Jlydmuii crioco0: mOCOBETOBAThCS Kak ce0si BECTH U, €CIIH HET
TOTO, K KOMY MOHO OOpaTUTbCS, TO BHayaje YCIOKOUThCA. Eciau Thl HayHemb



OTBEYaTh OCKOPOJICHUSMH Ha OCKOPOJICHHS, TO TOJIBKO €Ie OOJIbIIE Pa30XIKellb
KOH(JIHKT;

2. Ynpasnsii cBoell kubeppenyTauuei;

3. AHOHUMHOCTH B ceTH MHHMMas. CyIllIeCTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTtout BecTH XyJIUTaHCKUI 00pa3 BUPTyadbHOU >ku3HU. HTEpHET QUKCUpYyeET Bce
TBOM JCUCTBUS U COXpaHSET UX. Y JAIUTh UX OyJeT KpaiiHe 3aTpyIHUTEIbHO;

5. Cobmroait CBOM BUPTYaIbHYIO Y€CTh CMOJIOAY;

6. Urhopupyil enuHuuHblii HeraTuB. OJHOpPA30BbIE OCKOPOUTEIbHBIE COOOIIEHUS
Jdyullie irHopupoBaTh. OOBIYHO arpeccus NpeKpaliaeTcs Ha HayajabHOW CTaNuu;

7. ban arpeccopa. B nmporpamMmMax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMH, B COITUATTbHBIX
CeTSIX €CTh BO3MOXHOCTb OJIOKHPOBKH OTIPAaBKH COOOLICHUM C oOmpeaeneHHbIX
aJpeCoB;

8. Ecam TeI cBugerens KuOepOyjumMHra. TBOM JEHCTBHUS: BBICTYNHTH MPOTHB
IpecieaoBaTens, I0Ka3aTb €My, 4YTO €ro JEUCTBHsS OLEHMBAKOTCS HEraTUBHO,
NOJJIEPKATh JKEPTBY, KOTOPOM HyKHA MICUXOJOTUYECKAs] TOMOIIb, COOOIIHUTH B3POCIIBIM
0 (pakTe arpecCUBHOTO MOBE/ICHUSI B CETH.

MooOuibHbIi TeaedoH

CoBpemenHble cMapThOHBI M IUIAHIIETHl COAEpKaT B ceOe BIOJIHE B3POCIbIN
byHKUMOHAN, W Tenepb OHU MOTYT KOHKYPHpPOBaTh CO  CTAallMOHAPHBIMU
KoMIibtoTepamu. OAHAKO, CPEACTB 3aIUTHI IS TOJOOHBIX YCTPOWCTB TOKAa OYEHb
Maso. TecTupoBaHueE U MOUCK YSI3BUMOCTEN B HUX NMPOUCXOJIUT HE TaK NHTEHCUBHO, KaK
st TTK, To sxe camoe kacaeTcst 1 MOOMJIBHBIX MpHiioxeHud. CoBpeMeHHbIe MOOUITbHBIE
Opay3epbl y»€ MPAaKTUYECKH JOTHAJM HACTOJbHbIC AHAJIOTH, OJHAKO pacCUIMpEHUe
¢yHKIIMOHAMa BieYeT 3a CO0O0M OOJBIIYIO0 CIOKHOCTh U MEHBIIYIO 3alHIIEHHOCTb.
Jlaneko He BCE€ MPOU3BOJIUTENM BBITYCKAOT OOHOBJIEHUS, 3aKPBIBAIOIINE KPUTHUECKHUE
YS3BUMOCTH JIJIsl CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI J1JI51 0€30MACHOCTH MOOMJIBHOTO TesiedoHa:

1. Huuero He siBisieTcs MO-HACTOSILIEMY OeCIUIaTHBIM. byab OCTOpOXeEH, BeIb KOrjaa
Te0e npeaararoT OecIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKUE-TO IJIaTHHIC
YCIYTH;

2. lymaii, npexxae yeM otrpaButb SMS, ¢oto wiu Buaeo. Thl TOUHO 3HACIID, T/I€ OHU
OyIyT B KOHEUHOM UTOTrE?

3. Heo6xoaumo 0OHOBIISITH OTIEPAITMOHHYIO CHCTEMY TBOETO cMapT(hOHa;

4. Vicnonb3yii aHTHBUPYCHBIE TTPOTPAMMBI 111 MOOMJIBHBIX TenedoHoB; KubepOymmuHr
WJIU BUPTYaIbHOE U3]I€BATEIBCTBO

5. He 3arpyxail NpWIOKEHUS OT HEU3BECTHOTO UCTOYHUKA, BEb OHU MOTYT COAEPHKATh
BPEJIOHOCHOE MPOrpaMMHOE 00ECTIEUEHNUE;

6. [locne Toro Kak Thl BBIMJEIIb C CaidTa, I/i€ BBOJAWJ JINYHYIO MH(OpPMAIUIO, 3aii]I1 B
HacTpoiiku Opay3epa u yaanu cookies;

7. Ilepuoauyecku MpoBEPsIH KaKWe MIaTHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEDE;
8. JlaBaii cBOIt HOMEp MOOWJIBHOTO TejeoHa TONBKO JIFOASM, KOTOPHIX Thl 3HACHIb U
KOMY JIOBEpSICILIb;

9. Bluetooth gomkeH ObITH BBIKIIIOUEH, KOTJa Thl UM HE Mojb3yenibcsi. He 3a0ObiBaii
MHOT'/Ia IPOBEPATH 3TO.



Online urpsi

CoBpeMeHHBbIE OHJIAMH-UTPBI — 3TO KpPaCOYHbIC, 3aXBaTHIBAIOIIUE Pa3BJICUCHUS,
O0OBEIMHSIIONIE COTHU THICAY YEJIOBEK MO0 BceMy Mupy. Urpoku ucciienyroT 1aHHbIM UM
MHUp, OOLIAIOTCS JPYT C JAPYrOM, BBINOJHSIOT 3aJaHus, CPa)XaroTcs C MOHCTpAMH U
MOJYyYaroT ONbBIT. 3a YJOBOJICTBHE OHM IUIATAT: MOKYMAKOT JUCK, OIUIAYMBAIOT
a0OHEMEHT WM NpHOOpEeTalOT Kakue-To omniuu. Bce 3Tu cpeactBa uWAyT Ha
MoJJIep>)KaHie U Pa3BUTUE UIPBI, a TAKXKE HAa camy 0€30MaCHOCTh: COBEPIICHCTBYIOTCS
CUCTEMBbl aBTOpPHU3AIMM, BBIMYCKAIOTCS HOBbIE NaT4¥ (UUQPPOBBIE 3aIIATKH s
IPOrpamMMm), 3aKpbIBAIOTCS YSA3BUMOCTH CepBEpOB. B M0oA0OHBIX Urpax CTOUT omacaThCs
HE CTOJIbKO CBOMX CONEPHUKOB, CKOJIBKO KPakH TBOETO MapoJsi, HA KOTOPOM OCHOBaHa
CUCTEMa aBTOpU3AIUU OOJIBIITMHCTBA UTP.

OcHoBHbBIE COBETHI 10 0€30IIACHOCTH TBOET0 UTPOBOI0 AKKAYHTA:

1. Ecm npyroit urpok BemeT cels MI0X0 WA CO3/1aeT TeOe HEMPUSITHOCTH, 3a0JIOKUPYH
€ro B CIIHCKE UTPOKOB;

2. lloxamyiics aaMUHHCTpaTOpaM WIPbl Ha IUIOXO€ TOBEJICHUE 3TOr0 WIPOKa,
JKEJIATEeJIbHO MPUJIOKUTh KAKUE-TO JOKA3aTEIbCTBA B BUAE CKPUHOB;

3. He yxa3biBail tuuHy0 nHGOpMaLMIO B Ipodaiisie urpsl;

4. YBaxall Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBait HeopuipaabHbIe TaTYU U MOJIBI,

6. Mcnosip3yil CIOKHBIE U Pa3HbIE MMAPOJIH;

7. Jlaxxe BO BpeMs WIPbl HE CTOMT OTKJIIOYAaTh aHTUBHUpPYC. [loka Tkl urpaeuib, TBOI
KOMIIBIOTEP MOTYT 3apa3UTh.

DUIIMHT

QUIUIMHT WK KpaXa JIMYHbIX JaHHbIX OOBIYHOM Kpakeil JeHer U JOKYMEHTOB CEroJIHS
yK€ HUKOrO HE YJUBHIIb, HO C Pa3BUTHUEM HHTEPHET-TEXHOJIOTUN 3JI0YMBIILICHHUKA
MEePEMECTUIINCh B HUHTEPHET, W MPOJOJDKAIOT 3aHUMATHCS <JIFOOMMBIM» JAesnoM. Tak
MOSIBWJIACH HOBasi yYrpo3a: HMHTEPHET-MOIICHHUYECTBA WU (PUIIUHT, TJaBHas LEJb
KOTOPOTO COCTOMT B TMOJYyYeHUM KOH(UICHIMAIbHBIX JAHHBIX TMOJIb30BaTened —
J0oruHOB U napoiieid. Ha anrnuiickom s3bike phishing unraercs kak ¢umunr (ot fishing
— pbIOHAas JIOBJIs, password — maposb).

OcCHOBHBIE COBETHI 110 OOpbOE ¢ PUITMHTOM:

1. Cnequ 3a cBouM akkayHToM. Ecim Thl mojmo3peBaelib, 4TO TBOS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JI0KHUPOBATH €€ U COOOIIUTh aJIMUHUCTPATOPaM pecypca
00 9TOM KaK MOXHO CKOpee;

2. Hcnonp3yit Oe3omacHble BEO-CaliThl, B TOM UHWCJE, WHTEPHET-MArasuHOB W
MTOMCKOBBIX CUCTEM;

3. Wcnonb3y# crnokHbIe W pa3Hble mapoiau. Takum o0pa3oM, ecinu Te0s B3JIOMAalOT, TO
3JI0YMBIIUIEHHUKH TIOJIy4aT JOCTYII TOJIBKO K OTHOMY TBOEMY MPO(UIIIO B CETH, a HE KO
BCEM;

4. Eciu T1eOs B3IOMalIM, TO HEOOXOAMMO NPENyNpeIuTbh BCEX CBOUX 3HAKOMBIX,
KOTOpBI€ J0OaBJIEHBI y T€OS B JAPY3bsAX, O TOM, YTO TeOS B3JIOMaJX M, BO3MOXHO, OT
TBOETO UMEHHM OYJIET pacChUIaThCs CIlaM U CChUIKA Ha (PUIITUHTOBBIC CANTHhI;

5. YcranoBu Hanexseld maposb (PIN) nHa wmoOunbHblli TenedoH; 6. OTKIHOYH
cOoXpaHeHHue napoJs B Opaysepe;

7. He oTkpbIBail (aitibl U Ipyrue BIOKEHHUS B MHUChbMaxX JaKe€ €CIM OHHW MPHUILIA OT
TBOUWX Jipy3ei. Jlydiiie yTouHr y HUX, OTTIPABIISLIIN JIU OHU TeOe 3TU (aiJibl.



Hudposas penyranus

[MudpoBas pemyTaius - 3TO HEraTUBHAsA WM MMO3UTUBHAS MHPOpPMAIUS B CETH O Teoe.
Komnpomerupytomass uHQOpManusi pa3MenieHHass B MHTEPHETE MOXET CEPbEe3HBIM
o0pa3oM OTpa3uThCA Ha TBOEH peanbHOU xu3HU. «LludpoBas penyrauus» - 3T0 TBOU
UMUK, KOTOpbIM QopMmupyercs u3 uHpopmanuu o Tede B MHTEpHETE. TBOE MECTO
KUTENbCTBA, Y4yeObl, TBOE (PUHAHCOBOE TMOJOKEHHE, OCOOEHHOCTH XapakTepa U
pacckasbl O ONHM3KMX - BCE OTO HAKaIUIMBAaeTCs B CeTH. MHOTHE TMOIPOCTKH
JIETKOMBICJIEHHO OTHOCATCA K TyOnukauuu JuyHOM uHpopmanuu B WHTepHeTe, He
MOHUMAasi BO3MOKHBIX MOCHEACTBUN. Thl Jake HE CMOXKEIb JIOTaJaThCid O TOM, YTO
dboTorpadusi, pazMeleHHas 5 JeT Hazajl, craja MPUYMHON OTKa3a MPHUHATH TeOs Ha
paboty. KommenTapuu, pa3menienre TBoux ¢otorpaduil u Apyrue ASHUCTBUS MOTYT HE
UCYE3HYTh JJaXKe MOCJIe TOTO, KaK Thl UX yAaNuIlb. Thl HE 3HA€llb, KTO COXPAHUI 3Ty
uHbOpMaIMIo, MoNaja Jii OHA B TMOMCKOBBIE CHCTEMBl M COXpaHWJIACh JIM OHA, a
IJIaBHOE: YTO MOJYyMAaroT 0 TeOe OKpY’Kalollee JII0IU, KOTOPhIe HAWIYT U YBHUIAT 3TO.
Haiitu undopmaino MHOTO JET CITYCTSI CMOKET JIF0OOM - Kak U3 JOOPBIX NOOYXKIECHUH,
TaK U C HAMEPEHUEM MPUIUHUTH BpPea. ITO MOXKET OBITh KTO YTOJHO.

OcHoBHBIE cOBETHI 10 3a1MTe HM(POBOM penyTanuu:

1. Iogymaii, mpexae 4eM 4TOo-TO MyOJMKOBAaTh W TMepeaaBaTh y ceds B Oyore win B
COIIMAJIbHOM CETH;

2. B nHacTpoiikax npo@uiisi yCTaHOBU OIpaHUYEHUSI HA TPOCMOTP TBOETO MPODUIIS U €ro
COJIEP>KUMOT0, ClIeail €ro TOJMBKO <«JIJIsl IPY3eiD»;

3. He pa3memaii u He yka3biBail ”HGOPMAIINIO, KOTOPast MOKET KOTro-1100 OCKOpOJIAThH
WJIH OOMXKAaTh.

ABTOpCKOE MpPaBo

CoBpeMeHHBIC IIKOJLHUKH - AKTHBHBIC IIOJIH30BATENN MH(PPOBOTO MPOCTPAHCTBA.
OpnHako J1ajneko He BCE 3HAIOT, YTO MOJIb30BAHUE MHOTMMU BO3MOXKHOCTSIMU TIU(PPOBOTO
Mupa TpeOyeT cOONIOAEHUS NpaB Ha HMHTEIUIEKTyalbHYH0 COOCTBEHHOCTh. TepMUH
«UHTEJUICKTyallbHasi ~ COOCTBEHHOCTH»  OTHOCUTCS K  Pa3JIUYHBIM  TBOPECHUSIM
YeJIOBEUYECKOI0 yMa, HAauMHAas C HOBBIX M300pETEHHI W 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh Ha MPOJAYKTHl W YCIYTU, U 3aKaH4YMBas KHUTaMu, (Qortorpadusmu,
KMHODUIbEMaMH U MY3bIKJIbHBIMU TTPOU3BEICHUSIMU.

ABTOpCKHUE TpaBa - 3TO MpaBa Ha MHTEIJIEKTYalbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HAyKH, JINTEPATypbl U UCKycCTBa. ABTOPCKHE IpaBa BBICTYIAIOT B KAUECTBE rapaHTUU
TOTO, YTO MHTEJUICKTYaJIbHBIN/TBOPUYECKUM TPY1 aBTOpa HE OyEeT HApPaCHbBIM, 1aCT eMy
CIpaBEJIMBbIE BO3MOXKHOCTH 3apal0TaTh Ha pe3yibTaTaX CBOETO TPyJa, MOIYYHThH
M3BECTHOCTh U mpu3Hanue. Hukro 0e3 paspelieHus: aBTopa HE MOKET BOCIIPOU3BOIUTH
€ro TPOU3BEIACHUE, PACIPOCTPAHATh, IMyOJMYHO JIEMOHCTPUPOBATH, MPOIABATH,
UMIIOPTUPOBATh, MyCKaTh B MPOKAT, MyOJIMYHO HMCHOJHSTH, MOKA3bIBATH/UCIIOIHATh B
adupe win pazmemiatb B MHTepHeTe. Mcnonp30BaHue «MUPATCKOTO» MPOTPAMMHOTO
oOecrieueHus] MOXKET MPUBECTH K MHOTUM pUCKaM: OT MOTEPU JaHHBIX K TBOUM
aKKayHTaM JI0 OJIOKUPOBKHM TBOETO YCTPOMCTBA, TJI€ YCTAHOBJICHHBIM HE JerajbHas
nporpamMma. He cTouT Taxke 3a0bIBaTh, UTO CYIIECTBYET JIETallbHbIe M OeCIJIaTHBIS
IPOrpaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O noprane CeTeBUYOK.p(] - TBOM TJIABHBIA COBETUYHK B CETH.



311ech Tl MOXKEIIb Y3HATh O 0€30MaCHOCTH B CETH MOHSTHBIM U JIOCTYIIHBIM SI3BIKOM, a
P BO3HUKHOBEHMHM KPHTHUYECKOW CHUTyaluu OOpaTUTBCS 3a COBETOM. A Takxe
IPUHATH Y4aCTUE B KOHKYpPCaxX M CTaTh CaMbIM HU(POBBIM IPakJaHUHOM !

[TamsATKa co3maHa 10 MaTepuazam
«MeToINnYeCKUX PEKOMEHIANI O pa3MeIlCHHH
Ha MH(GOPMAIIMOHHBIX CTeH1aX, O(PHUIIHATbHBIX
UHTEPHET-CalTax M IPyrux HHGOPMAIIMOHHBIX
pecypcax o01ieo0pa3oBaTeIbHBIX OpraHU3aIHMi
Y OPTaHOB, OCYIIECTBIISIFOIINX YIIPaBICHHUE B
chepe oO6pazoBaHus, HHGOPMAIIUHA O OE30ITACHOM
TIOBEJICHUU U MCIIOJIb30BaHUH ceTH «IHTepHEeT».



